The Cove at Yarmouth
WISP Plan

In Compliance with Massachusetts Law 201 CMR 17.00

Introduction

In compliance with Massachusetts Law 201 CMR 17.00, The Cove at Yarmouth is implementing the following WISP Plan in order to protect all resort owners, exchange guests, rental guests, and employees from stolen or misused personal information.  

The Cove at Yarmouth understands that personal information can be mishandled not only outside the resort but also internally if it is not properly managed.  It is our goal to strengthen the security of the resort’s personal information through the implementation of this WISP Plan.

The Cove at Yarmouth’s Records Containing Personal Information
The Cove at Yarmouth works regularly with material containing personal information.  This personal information is in the form of Social Security numbers, driver’s license numbers, financial account numbers, and credit card numbers.  
It is important to note that the Cove at Yarmouth stores documents in paper form as well as electronically through the resort’s management computer system, System9900, that is maintained by our management company, Vacation Resorts International.  Throughout the remainder of this WISP Plan, any reference to System9900 refers to information that is stored and protected electronically.
Following is a list of documents that contain personal information.  Procedures on how these documents are handled will be explained later in our WISP Plan.
Owner accounts:  Owner accounts contain various documents pertaining to ownership at The Cove at Yarmouth.  Owner accounts are accessible through System9900 as well as securely stored at the resort in paper form.  These documents contain both Social Security numbers as well as financial account numbers.

Purchase and Sale Agreements: Legal documents regarding the purchase of timeshare at The Cove at Yarmouth.  These documents contain both Social Security numbers as well as financial account numbers.
Rental Agreements: Paperwork that is filled out when resort owners choose to list their timeshare interval for rent.  These documents contain Social Security numbers for tax purposes.
Folios and Folio History: Folios detail charge activity and payments made during a guests stay at The Cove at Yarmouth.  These documents contain credit card numbers.
Rental Reservations: Guests who book a rental reservation at The Cove at Yarmouth must provide a credit card for deposit and security purposes.  Rental reservations are accessible through System9900.
Night Audit and Shift Reports: The Cove at Yarmouth run shift and night audit reports daily.  Prior to 2010, The Cove at Yarmouth was required to store these reports in audit binders.  These reports were retained for a number of years set by our management company to comply with State and Federal regulations.  These reports are still run daily; however, starting in 2010 these reports will be stored electronically and no longer in paper form.  Prior year reports will be stored for the required number of years and will be terminated as Federal and State regulations allow.
Credit Card for Security Deposits:  Cove at Yarmouth owners, exchange guests, and renters are required to provide the Front Desk with a credit or debit card upon checking into the resort.  This credit card is swiped into System9900 for authorization.  A security hold for a pre-determined amount is placed on the card for the duration of the stay.  These credit card numbers are stored within System9900.
Registration Cards with Credit Card Imprints: Upon checking in, all owners, exchange guests, and renters are required to sign a registration card.  These registration cards contain information such as name, address, phone number, and vehicle information, and well as information regarding their stay such as arrival/departure dates, and room rate.  Prior to 2010 credit cards were physically imprinted on the back of these registration cards for security deposits, incidentals, and room charges.  These registration cards are retained by the resort to comply with State and Federal regulations.  Starting in 2010 registration cards will still be signed and stored, but will no longer have physical credit or debit card imprints.
Employee Records: Various documents contained within employee files contain personal information.  Some of these documents contain Social Security numbers, driver’s license numbers, and financial account numbers.
How Personal Information is Stored and Protected
VRI, in compliance with State and Federal requirements, dictate how long our records are kept on file both electronically and in paper form.   The Cove at Yarmouth works hard to properly and securely store personal information.  Complying with Massachusetts Law 201 CMR 17.00 and developing this WISP Plan has motivated The Cove at Yarmouth to examine our current procedures and find ways we can improve them going forward.

Stored Personal Information:  The Cove at Yarmouth stores various types of documents on property, but this WISP Plan includes only documents that contain personal information.  All documents containing personal information are kept secure in designated locked areas of the resort.

Assistant General Manager’s Office:  Employee records containing personal information are securely stored in a locked file cabinet in the Assistant General Manager’s office.  Both the file cabinet and office door are locked for security and access is restricted to only the General Manager and Assistant General Manager.
Upstairs Storage Area:  Documents containing personal information is securely stored in our locked dry storage area located on the third floor of the resort.  This locked storage area stores files and binders that contain personal information in the form of audits, registration cards and folios.   Access to this storage area is restricted to the General Manager, Assistant General Manager, Member Services, the maintenance staff and the front desk upon signing out a secured key.

Secured File Room: All owner files are stored in Secured File Room.  This file room is always locked with access being restricted to the General Manager, Assistant General Manager, Member Services, maintenance staff and the front desk once a key is properly signed out. 
Secured Basement Storage:  All files pertaining to sales that are conducted at the resort by VRI Development & Sale are stored in the secured basement storage area.  All files in this area are stored in individually locked filing cabinets that are monitored and maintained by VRI Development & Sale.

Restaurant:  All files pertaining to sales conducted by the restaurant are maintained and are the sole responsibly of the restaurant tenant.  
Movie Machine:  All credit card transactions done through the movie rental machine located at the resort are solely conducted electronically through the movie rental company and the customer.  These transactions are at the sole responsibility of the movie rental company.

Electronically Stored Personal Information:  Personal information stored electronically in System9900 is protected by several security measures built into the system.  All users must obtain a username and password from VRI in order to log into System9900.  Users are automatically logged off the system if idle for too long.  Credit and debit card numbers stored in System9900 are encrypted and other personal information is further secured by requiring all users to input initials, authorization codes, and passwords to access certain sections in System9900.

Access to Personal Information
Below is a list of people who have access to documents containing personal information.  All employees who have access to any personal information are trained on The Cove at Yarmouth Resort’s WISP Plan and sign an acknowledgement form confirming they agree to adhere to the WISP Plan.
General Manager:  The General Manager has full access to all storage areas and personal information.  The General Manager has access to:

· Keys to General Manager’s office
· Keys to locked file cabinet in General Manager’s office

· Keys to Assistant General Manager’s office

· Keys to locked file cabinet in Assistant General manager’s office containing employee files

· Keys to secured file room
· Keys to locked basement storage area

· All passwords and logins to access all sections of System9900

Assistant General Manager:  The Assistant General Manager has full access to all storage areas and personal information.  The Assistant General Manager has access to:

· Keys to General Manager’s office

· Keys to locked file cabinet in General Manager’s office

· Keys to basement doors

· Keys to locked basement storage area

· All passwords and logins to access all sections of System9900

Executive Housekeeper: 

· All returned lost and found items are conducted through the executive housekeeper.  When returning items, guest supplies the executive housekeeper with credit card information to ship item.  Once package is sent, all documents listing credit card information is destroyed.
Front Desk:  Front Desk employees have partial access to storage areas and personal information.  Front Desk employees have access to:

· Access to keys to the Secured File Room
· Access to keys to 3rd Floor Storage

· All passwords and logins to access all sections of System9900

Maintenance Staff:  The maintenance staff has partial access to storage areas and personal information.   The Maintenance Staff has access to:

· Access to keys to the Secured File Room

· Access to keys to 3rd Floor Storage

· Access to Secured Basement Storage Room

Vacation Resorts International: VRI has partial access to personal information.  Please refer to VRI’s own WISP Plan for information on how they protect personal information.  VRI has access to:
· All passwords and logins to access all sections of System9900

Monitoring of the Cove at Yarmouth’s WISP Plan
In order to maintain the efficiency of The Cove at Yarmouth’s WISP Plan, regular security checks will be carried out.  The General Manager will be responsible for checking all storage areas regularly to ensure all personal information is securely locked and protected.  The Front Desk will also be responsible for monitoring all System9900 terminals, to ensure no personal information is left on screen and that no users are left logged in.  

The Cove at Yarmouth’s WISP plan will be reviewed annually for updated or alterations to ensure maximum security and efficiency in protecting personal information.

Consequences and Actions for Violating WISP Plan
Employees that do not have authorized access to personal information and are found handling personal information will be dealt with accordingly by resort management.  Employees that have access to personal information but mishandle personal information will be dealt with accordingly by resort management.  Each employee will also be required to read and acknowledge receiving and understanding of the resort’s WISP plan.
If personal information is mistakenly removed from the property or misused internally, The Cove at Yarmouth will take full action in resolving the problem and with the assistance of Vacation resorts International, law enforcement, and financial agencies, will work to restore security and protection for all personal information.

Written Information Security Plan (WISP)

Acknowledgment Form

This will acknowledge that I have received my copy of The Cove at Yarmouth WISP Plan and that I will familiarize myself with its contents.

I understand that this plan represents the resort’s current policy to ensure the security of personal information to and guests and owners.  My signature is confirms that I understand and agree to it.  I understand that if personal information is breached to an outside source due to my lack of adhering to this agreement, I will be held personally responsible and will assume the possibility of employment termination.  

Any questions and/or concerns regarding the Written Information Security Plan should be directed to the General Manager and/or the individual that has been designated as the resort contact in relation to the security of personal information.

MY SIGNATURE BELOW ATTESTS TO THE FACT THAT I HAVE READ, UNDERSTAND, AND AGREE TO ADHERE TO THE WRITTEN INFORMATION SECURITY PLAN THAT HAS BEEN PROVIDED TO ME. 

DO NOT SIGN UNTIL YOU HAVE READ THE ABOVE ACKNOWLEDGMENT AND AGREEMENT.

_________________________________________________

Print Full Name

________________________________________

Signature

________________________________________

Date

[RETAIN IN EMPLOYEE PERSONNEL FILE]
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